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Abstract 
In this work, a solution is proposed to the problem of crime fighting in a city using a mobile application that gets data in real 
time and offers risk control, privacy protection and security to the citizens. This application is capable of dealing with requests 
made by citizens located inside quadrants (areas where the city is divided). The system provides quick responses through police 
patrols assigned to particular locations. In addition, the system is capable of generating recommendations associated to those 
sites generating risks to visitors. Finally, the efficiency of using these applications is shown using the response time of the 
police to security events in the city. 
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1. Introduction 
Urban Computing (UrbComp) is an extension of ubiquitous computing (Ubicomp) 1. Similar to Ubicomp, the 
main goal of UrbComp is to allow the users access to embedded services in the infrastructure or the Web at any 
time and at any place2. However, the surroundings of UrbComp are denser in terms of the number of users, bigger 
with regard to the physical factor, and more diverse as relates to types of users and social groups3. Microsoft 
Research also defines Urban Computing as an acquisition process, analysis and integration of huge volumes of 
data which are heterogeneous in nature, due to the fact that they are generated by the diversity of sources in urban 
spaces such as sensors, devices, spaces, vehicles, buildings and people, to face the main problems big cities deal 
with. One of the major challenges big cities have to deal with is security. Crime fighting is one of the main tasks 
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for the police in order to get an excellent quality of life in cities. A basic problem the city inhabitants confront is 
the rapid response from police to a crime reported by a user. If this response is fast, it is sure the crime indices can 
be decreased, and the quality of life of citizen will be improved. For this purpose a system capable of dealing with 
requests from people located in a quadrant and generates efficient responses by the use of patrols allocated to the 
particular site was designed. In addition, the system is capable of generating recommendations associated to sites 
generating risks to people visiting them. 
 
2. Related work 
In 5 it is presented the development of an infrastructure that provides transportation monitoring information in 
real-time for the city of Cambridge in England. It is proposed the implementation of static sensing networks in the 
city, as well as sensors and electronic identifiers in mobile objects. The challenge is to deal with the high volume 
of data coming out of sensors and present information in the right high level of utility so that it can support 
decision taking and planning. The areas to be benefit include the congestion control, feasibility and prevision of 
public transport 4. In 6 the authors propose the design of a framework system for traffic administration (TMS) to 
reduce the latency of emergency services such as ambulances and police cars with unnecessary interruptions for 
regular traffic taken to a minimum, and the prevention of potential misuse. This system controls dynamically 
changing lights, can recommend changes in the behavior of drivers as well as the application of essential security 
controls. In 7, the authors formally define the dynamic ridesharing problem and propose a large-scale taxi 
ridesharing service. It efficiently serves real-time requests sent by taxi users and generates ridesharing schedules 
that reduce the total travel distance significantly. And finally in 8 the authors proposed a recommendation system 
for taxi drivers and people waiting to take a taxi. This system indicates the taxi drivers some places where they can 
pick up clients, quickly maximizing the profits. The system equally recommends people places they can walk to 
find easily vacant taxis. The proposed system has a parking site detection algorithm. Additionally, it can also learn 
the routes taken by drivers. 
 
3. Motivation 
Urban security or citizen security is an activity in which the authorities of a country together with their citizens 
and other organizations work to improve peaceful living. Urban security fights violence, theft, homicide and 
anything disturbing peaceful living. Within the Colombian government policy of the National Plan for Surveillance 
by Quadrants (PNVCC) and the Plan Nacional de Tecnología Policial por Cuadrantes (National Police 
Technological by Quadrants Plan) of the Colombian National Police Corps, which as a main goal has guaranteeing 
service coverage, mobility and convergence for the police units, equipping them with technological tools within 
the frame of policy of the National Community Surveillance by Quadrants, as a contribution to offer a better police 
service that can reduce, through technology, crimes and law violations happening within the jurisdiction of the 
plan. Based on the concepts of Mobile Crowdsourcing and Urban Computing, in this research work we are after 
the design of a solution that will improve the response time of the police to the citizen requests on various matters 
such as robbery, theft, disturbance, natural disasters or anything requiring the police attention. 
 
4. Proposed system 
 
4.1. Design of the quadrants 
We divided the city into a set of sectors denominated “quadrants”. In order to determine these quadrants, it was 
necessary to georeference each sector using a mobile application that captures the coordinates (latitude and 
longitude) of the quadrant using the mobile GPS. For this case, the GPS accuracy was set to 5 meters minimum. 
The mobile application sent this information at time intervals of 15 seconds. This with the idea of taking a lot of 
data in order to be able to determine more precisely the frontiers of each quadrant with the data obtained.  
Once data have been collected and labeled, they are loaded to Google maps in order to generate the quadrants 
within the map. 
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4.2. Panic Application 
As the citizen security is the main goal of our solution, we develop a Mobile Application that allows users report 
an event involving polices (a theft, a murder, etc.). The name of the application is “Panic Application”. For the 
development of such panic button system, the quadrants previously defined were taken as references. Figure 1a 
presents our application architecture. To determine the exact position of a citizen who requests a particular service 
to the police by using our Panic Application installed in a mobile, the computational geometry algorithms included 
in the DBMS were used.  
The mobile application obtains the information of the citizen, the IMEI identification of the equipment, a custom 
message and the GPS coordinates, which are in turn sent to a server where all these data are processed and 
analyzed. Figure 1b depicts our Panic Application. That server is located at a monitoring center, where, on a big 
map, all the requests can be visualized. After the server receives a request from a citizen, an administrator analyzes 
such request and sends an alarm to the nearest police patrol to the quadrant where the request came from.  
The assignment of police patrols to the client requests can happen in manual way by the administrator who 
assigns patrols according to the quadrant the request come from, and the other way is automatically. In the 
automatic way, we use the queuing theory according to the form M/M/s. This automatic allocation takes into 
account the number of patrols assigned to the quadrants. Thus, there are multiple patrols (s > 1) and multiple 
requests. 
a 
 
b 
 
Figure 1. (a) System Architecture; (b) Panic button application 
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4.3. Police patrols response 
To be able to respond to the request from the users, the patrols are provided with a mobile application module, 
which allows monitoring and localizing the events in real time by using GPS. The mobile module of the patrols 
sends, from time to time, information on patrol’s location with latitude and longitude data. In addition, it receives 
every 30 seconds it has to sort out. For this purpose the procedure to be carried out is as follows: 
According to the requests the patrol has to sort out, the system will load automatically the route to follow from 
the patrol’s actual position to the site the user makes the request.  
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4.4. Requests and quick responses 
Taking into account the limitations of any citizen security system, the quadrants also have limited resources that 
are patrols, equipment and personal, among others. To respond quickly to citizen request tends to be a difficult task 
due to the dynamic nature of the system. Taking this into account, a quick response to citizen request was 
conceived. That consists in reading a QR code that contains the actual geographic coordinates of the site, the 
message and the mobile number of the patrol to be contacted. 
When the citizen wishes to make a request on any event concerned with the quadrant, such as a street quarrel, an 
accident, a theft, etc., he reads the QR code with his mobile, the system attends his demand, process it and send it 
immediately to the patrol assigned to the quadrant. Once the patrol receives the citizen request, the system assigns 
immediately the task and gives it the highest priority since it is considered an emergency. According to the priority 
of the request, the members of the patrols validate the information supplied by the citizen, and using the GPS 
coordinates (latitude and longitude) of the request, the system looks for a camera located in the quadrant close to 
the request being made. The system sends the camera’s video streaming to the patrol in what the member of the 
patrol can watch what is happening in real time. Finally, the patrol contacts by phone the citizen in order to get 
additional information concerning the request. When the verifying process has been done, the patrol goes to the 
target location.  
 
4.5. Recommender system of places 
This module was designed with the purpose of offering to tourists a guide to guarantee their security within a 
quadrant or a zone in the city. In general terms, people moving from a sector of a city to another or within cities or 
countries do not know about critical areas in those locations, that is, areas with public order problems for example, 
or unhealthy areas which could affect their health or integrity. Normally, tourists tend to visit places with the 
mentioned problems, and they are robed or violated, among of others things, because they are not informed about 
the security in that zones. To deal with these situations, the proposed system provides the option to label 
interesting points. These points are classified according to their known degree of danger for the visitor. Normally, 
there are sites where people are robbed, where drugs are sold, unhealthy sites, etc. And this is the classification the 
system use. These sites were previously georeferenced and located within a quadrant and labeled, and after all that, 
they are classified with a minimum value of 1 and maximum of 5, where the values from 3 to 5 are OK to visit, 
while 1 and 2 are not recommended. For this problem, techniques of recommender systems were used with 
collaborative filtering and content-based filtering in the context supported. 
Initially, our system loads the interesting sites with the category given by the police authorities in a quadrant. 
This phase consists in emitting a category level for each one of the sites of interest circumscribed by a quadrant in 
such a way that when the application starts in the user device, the application will suggest, according to the user 
location, if he should move to other place (change place) because it is not safe to stay in there. As the citizen gets 
used to the system, he will able to evaluate it according with his experience. In this case the recommendation is 
based on content -based filtering, as follows: 
R: User u item u context o classification. 
Where user is the citizen, item is the site of interest and context is the actual physical site (latitude and longitude). 
The contextual information can be given in an explicit or implicit way. It is implicit when a user is going to a 
dangerous place and the system suggests a route change because, maybe his life is in danger. For the case of the 
explicit information, the user can qualify a site according to his experience in that place. The collaborative filtering 
is evident in the system when the evaluation carried out by each one of the users in regard to interesting sites, is 
took into account by the system, and it is capable to give a recommendation to a citizen after analyzing the 
negative validation of sites.  
 
5. Results 
To evaluate the proposed system, three quadrants were selected in the city of Montelíbano, state of Córdoba in 
Colombia. This area is characterized by public order problems. The National Police Agency in the state of Córdoba 
used the system to georeference the quadrants with their corresponding labeling. In addition, they defined the 
points of interest and classified them according to their risk level. Each quadrant counted on three (3) patrols 
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equipped with smartphones (Samsung S3). These devices are executing the mobile applications that were 
developed for the purpose of this research. The application of the panic button were installed free of charge in the 
citizens’ equipment used to socialize the system. For testing purposes, it was taken the quadrant 1 as reference. 
This quadrant is characterized by a high rate of violence. In this quadrant lies the government offices, banks and 
universities, among others.  
One of the most common complaints by people is the delay of the police response to attend request of people. 
The average time response for the Montelíbano police is 20 minutes in contrast to 5 minutes that is the estimated 
maximum. When this experience was done in quadrant 3 on the above dates, the average response was 8.36 
minutes, which can be generated a significant difference with regard the normal times of the police. The response 
times can be appreciated in Figure 2. 
 
Figure 2. Response times in quadrant 3 
 
6. Conclusion 
In general terms, it can be demonstrated that the proposed system allows the improvement of the police response 
to the citizens’ requests. It is appropriate to point out that for the system optimum performance the participation of 
the citizens’ is required. To obtain more detailed results it is necessary to carry out more extensive tests in various 
quadrants and to analyze the information in terms of weeks or inclusive months. For future work will include 
social tagging for request filtering, aiming to prioritize the responses to requests and no longer based on the 
queuing theory as it works now. 
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